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No. ECHA/2013/483
Title: Certification of the ECHA Integrated Quality Management System against ISO 9001:2008 Standard
Annex 4.2.4 – Confidentiality declaration


Model CONFIDENTIALITY DECLARATION
[On Headed paper of the Contractor]
CONFIDENTIALITY DECLARATION

In accordance with Articles I.15 and II.5 of Framework Contract ECHA/2013/483 (hereinafter referred to as “the FWC”) signed between the European Chemicals Agency (ECHA) and _________________ (hereinafter referred to as “the contractor”) on _____________, the undersigning personnel undertakes: 

· To treat in the strictest confidence and not make use of or divulge to third party any information or documents which are linked to performance of the FWC. To continue to be bound by this undertaking after completion of the tasks entrusted to me under the FWC;

· Where the FWC requires the processing of personal data, to act only under the supervision of ECHA, in particular with regard to the purposes of the processing, the categories of data which may be processed, the recipients of the data, and the means by which the data subject may exercise his/her rights.

· The personal data processed under the FWC shall be confidential within the meaning of Regulation (EC) No 45/2001 of 18 December 2000 on the protection of individuals with regard to the processing of personal data by ‘Community institutions’ and bodies and on the free movement of such data. Access to personal data shall be limited to the staff strictly necessary for the performance, management and monitoring of the FWC.

· To be bound to the contractor’s technical and organisational security measures adopted having regard to the risks inherent in the 
processing and to the nature of the personal data concerned and in particular to:

a)
Prevent any unauthorised person from having access to computer systems processing personal data, and especially:

aa) 
unauthorised reading, copying, alteration or removal of storage 
media;
ab) 
unauthorised data input as well as any unauthorised disclosure, 
alteration or erasure of stored personal data;

ac) 
unauthorised persons from using data-processing systems by 
means of data transmission facilities;

b)
Ensure that authorised users of a data-processing system can access only the personal data to which their access right refers;

c)
Record which personal data have been communicated, when and to whom;

d)
Ensure that personal data being processed on behalf of third parties can be processed only in the manner prescribed by the contracting institution or body;

e)
Ensure that, during communication of personal data and transport of storage media, the data cannot be read, copied or erased without authorisation;

f) Design its organisational structure in such a way that it meets data protection requirements.

I, the undersigned, confirm that I have read, understood and accepted the conditions laid down above and I declare that I will respect the confidentiality of any information which is linked, directly or indirectly, to the execution of the tasks under the FWC and I will not divulge to third parties or use for my own benefit or that of any third party any document or information not available publicly, even after completion of the tasks related to the FWC. 

Done  in ___________,  (dd/mm/yyyy)
Contractor’s personnel name: ____________________________
Function: ____________________________________________

Signature: ___________________________________________
Insert contractor’s representative name: ___________________

Function: ____________________________________________

Signature: ___________________________________________
� Any natural person� with the power to represent the contractor or take decisions on its behalf, as well as from third parties involved in the performance of the FWC/the Contract, order form or specific contract.
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